
 

 

AUDIT AND ASSURANCE COMMITTEE 

Meeting date: 26
th

 June 2019  

From: Director of Finance (s151 Officer)   

 

2018/19 QUARTER 4 CORPORATE RISK REPORT  
 
1.0 EXECUTIVE SUMMARY  

1.1 The purpose of this report is to provide Members with a progress update on 

the Council’s 2018/19 corporate risks for the fourth quarter to 31st March 

2019.   

1.2 A high level summary of the corporate risks is provided in Appendix 1, 

illustrating risk scores for Quarter 4 versus Quarter 3, end of year target 

scores and the direction of travel. A corporate risk profile is also provided as 

well as a summary of risk changes and key emerging risks at Quarter 4.  

1.3 A more detailed register of all individual corporate risks is presented in 

Appendix 2. The reporting format highlights the causal factors of the risk, the 

controls and measures currently in place to manage the risk as well as 

planned improvements to these or the development of new controls.  

 
1.4 And finally, within Appendix 3 the Risk Management Improvement Plan 

details the current and planned risk management improvement activities, 

including specific projects and training activities. 

 
1.5 The updated corporate risks have been reviewed by Corporate Management 

Team, have been considered at Cabinet Briefing and are presented in this 

paper for Audit & Assurance Committee to provide assurance that the 

Council’s current Risk Management arrangements are both robust and 

effective. 

 

2.0 STRATEGIC PLANNING AND EQUALITY IMPLICATIONS 

2.1 The Council Plan 2018-2022 was agree by full Council in February 2018 and 

sets the context for fresh approaches and new programmes of work for the 

Council to take forward over the coming 4 years. The Council Plan Delivery 

Plan agreed by Cabinet in June 2018 sets out how the Council will contribute 

towards achieving the outcomes of the Council Plan, with the delivery plan 

focused on achieving 3 outcomes: 



 

 

i Places in Cumbria are healthy and safe; 

ii Places in Cumbria are well-connected and thriving; 

iii The Economy in Cumbria is growing and benefits everyone. 

2.2 In context of our New Ways of Working, the Delivery Plan also sets out what 

we aim to do to ensure that we as an organisation are financially sustainable 

for the future and can continue to support communities and deliver the best 

services with the resources available.  

2.3 All risks included in the current Corporate Risk Register were identified by 

Extended Leadership Team in context of the Council Plan Delivery Plan 

2018-2022. 

2.4 The Council’s service planning arrangements will define how services will 

contribute to the delivery of Council outcomes together with other statutory 

responsibilities. These arrangements will also include the identified 

operational risks that require to be managed to ensure the delivery of service 

and council outcomes and that have the potential to escalate to the 

Corporate Risk Register.  

3.0 RECOMMENDATION OF THE DIRECTOR 

3.1 Members are asked to note the content of the Quarter 4 report, and 

agree that it provides sufficient assurance that the current Risk 

Management arrangements are both robust and effective. 

3.2 Members are asked to receive a presentation on the corporate risk; 

Prevention of & placement sufficiency for Children Looked After. 

3.3 Members are asked to note that a further report outlining the refreshed 

2019/20 Corporate Risk Register is also on this Audit & Assurance 

Committee agenda, and included in this report is the opportunity  to 

confirm the next deep dive review of a Strategic Risk for the September 

2019 Audit & Assurance Committee. 

 
ADVICE OF DIRECTOR 

 

4.0 QUARTER 4 2018/19 CORPORATE RISK REGISTER  

4.1 Summary of Corporate Risks: There are currently 12 risks on the Quarter 

4 corporate risk register, there are 7 high risks and 5 medium risks; 

 

 

 



 

 

The Council’s High Risks at Quarter 4 

1. Prevention of & Placement Sufficiency for Children Looked After  

2. Workforce Capacity 

3. Care needs & continuity of care 

4. Deliver a Financially Sustainable Authority   

5. Information Security arrangements 

6. Waste Management Contract 

7. Learning Disability Partnership arrangements 

 
Appendix 2 provides the detailed narrative and position statement for each 
of the 12 risks.  
 
Appendix 3 provides a Risk Management Improvement Plan outlining the 
activities for each improvement area to strengthen and embed improved 
internal controls in those areas of highest risk to the Council. 
 
Summary of changes to Corporate Risks compared with the previous 
Quarter:   
 

4.2 Since the last quarter, the Management of Significant Contracts Risk has 

reduced in score from 15 (Likelihood 3 x Impact 5) to 10 (Likelihood 2 x 

Impact 5) and has met its end of year target risk score.  

The likelihood for this risk has reduced due to the substantial body of work 
undertaken as part of the Amey Lessons Learned Report and Zurich 
Municipal Report, with improvements targeted and embedded in the 
following areas: 
  
• Strengthen Capacity and Capability 
• Strengthen Processes & Procedures  
• Strengthen Contract Management – Performance, Risk Management 

& Internal Audit findings   
 
The detail of the improved controls in each of these areas can be found in 
Appendix 2.     
 

4.3 All other corporate risk scores at end of Quarter 4 have remained the same 

compared to Quarter 3.  

4.4 Three corporate risks did not achieve their end of year target risk scores, the 

rationale for this is detailed in Table 1 below;  

 

 

 

 

 



 

 

Table 1 - Status and Rationale for end of year target score 

Corporate Risk  Q4 
Score 

Target 
score 

Rationale for end of Quarter 4 risk score versus 
planned target risk score.  

Risk 5 - 

Information Security 

Arrangements 

15 10 This risk includes a mixture of causal factors including 
newly introduced GDPR legislation, data security 
expectations and ICT cyber security threats. This risk 
remains above the target score for the following 
reasons;  

 For data security and GDPR, following the 

introduction of new GDPR national legislation, there 

is an increased requirement to report data breaches 

and near misses to the Senior Information Risk 

Officer (SIRO) and this has resulted in an increase 

in the numbers of both data breaches and near 

misses being reported for the Council. This has also 

resulted in a subsequent increase in the number of 

self-referrals to the Information Commissioner’s 

Office (ICO) during 2018/19.  

     Additionally, the financial impact of data breaches 
determined by the ICO has increased, with the ICO 
now starting to issue larger fines for GDPR non-
compliance.  

 For ICT Cyber Security, the Council continues to 

ensure significant cyber control arrangements are in 

place to minimise the risk of external threats, 

however the risk of a Cyber Attack  regionally, 

nationally and internationally remains high and 

therefore it is proposed the risk score remains static 

at this time. 

Risk 6 - 
Waste Management 
Contract 
 

15 10 The core service(s) provided by this contract are being 
delivered and this aspect of the risk is well managed;  
-Waste diversion from landfill is operating well with 
diversions rates over and above the contractual targets 
taking place. 
-The MBT plants are operating well, following earlier 
periods of operational challenge, and are operating well 
within capacity. 
 
However, the risk score (15) remains above the end of 
year target score (10) as our contractor continues to 
operate within a commercially challenging environment 
nationally and challenges still exist within the 
methodologies being employed by the contractor to 
deliver these core functions which lead to areas of 
contractual disagreement.  
 
Additionally, a number of risks remain that require to be  
fully mitigated, notably: 

 The operations of the Household Waste Recycling 

Centres remain a cause for concern. 

 Operational issues such as landfill sub contracts 

and the treatment of wood waste. 

 A significant financial fuel gainshare exposure. 



 

 

 The difficulty of implementing change and therefore 

making improvements within the restrictions of a 

Public Private Partnership Project Agreement. 

The remaining risks will be overseen by a Programme 
Board and the risks managed through an improvement 
programme. This Programme Board is currently 
undergoing a strategic review to address these risks 
and to apply effective supplier relationship management 
processes and techniques.  
 

Risk 7 - 
Learning Disability 
Partnership 
arrangements 

15 10 During 2018/19 we expected to have clarified and 
confirmed partnership arrangements going forward 
however, the changing health landscape has impacted 
on our ability to agree a formal process and meet our 
end of year target risk score. 
Partnership work is ongoing to ensure individuals are 
not impacted and to develop and agree a longer term 
formal partnership approach with both partner Clinical 
Commissioning Groups. 

 

 

4.5 No new risks have been added or removed from the risk register.  

4.6 No new emerging risks have been identified during the last quarter however; 

Brexit remains the current notable emerging risk even though Government 

has decided to delay Brexit possibly until October 2019. Further commentary 

on this risk can be found in item 4.8 below.     

4.7 Table 2 below, provides a summary of the overall changes to the corporate 

risks, including the identification and monitoring of key emerging risks.  

Table 2 – Summary of Risk Management Changes at Quarter 4 
 
New Risks  
No new risks have been 
identified during Quarter 4. 

Rescored Risks 
The Management of Significant Contracts risk 
has reduced in score from 15 to 10, with all 
other Corporate risk scores remaining the same 
since the last reporting period. 
 

Emerging Risks 
The Impact of No-Deal Brexit 
across all Services remains the 
notable emerging risk.  
 

Closed Risks 
No new risks have been closed or removed from 
the risk register. 

 
 

 
Horizon Scanning - notable Emerging Risks 2018/19 

 
4.8 The Impact of Brexit and especially no-deal Brexit remains an emerging risk. 

The Council, through an internal Brexit working group, has undertaken risk 

assessment activity of the impact on Council services and the wider impact 

on communities in Cumbria of a potential No Deal Brexit. Alongside this, a 

review of Business Continuity plans has been completed in a No Deal 

scenario. Appropriate contingency arrangements are now in place. This has 



 

 

been a focus of activity in the first 3 months of this year in preparation for the 

scheduled Brexit date of 29th March 2019. 

4.9 Support arrangements have been put in place for members of staff entering 

the EU Settlement Scheme application process, which opened fully at the 

end of March. 

4.10 This work has benefited the Council’s wider resilience arrangements as well 

as Brexit preparations. 

4.11 In light of the decision to delay Brexit, possibly until the end of October, 

developments in the Brexit process and issues arising will be tracked and 

responded to as necessary. In addition, further post-Brexit UK policy 

emerging over the coming months will be tracked and the impacts on the 

Council assessed. 

5.0 RISK MANAGEMENT IMPROVEMENT ACTIVITY 

5.1 A range of improvement activities have been identified that will underpin the 

delivery of the outcomes stated within the Council Plan Delivery Plan 2018-

2022, will improve the Councils Governance arrangements and will improve 

the management of Strategic & Operational risks. These activities are listed 

in the Risk Management Improvement Plan in Appendix 3 of this report.   

5.2 These activities will also specifically address recommendations from Internal 

Audit findings as well as support the ongoing embedding of Risk 

Management arrangements and Amey Lessons Learned actions.    

Notable Risk Management Activity during Quarter 4. 

 

5.3 Detailed below are a number of activities that have been undertaken during 

Quarter 4 that will further strengthen the Council’s approach to Governance 

and Risk Management. These are set out below; 

Risk Owners Group & Risk Refresh 
 
5.4 A meeting of the Risk Owners Group took place in 9th April 2019 to firstly 

review the content of the Quarter 4 risk report and review progress against 

end of year target scores, and secondly to consider a refresh of the current 

risk register for 2019/20 including any new or emerging risks. A follow up  

meeting of this group took place on 2nd May to confirm the refreshed and any 

new risks for the 2019/20 register, the details of which have been reported in 

a separate 2019/20 Corporate Risk Register Refresh Report.  

Progress with HMICFRS Inspection  
 
5.5 HMICFRS visited Cumbria Fire & Rescue Service for their initial Discovery 

week, w/c 22nd April 2019, and focussed on the key areas such as 

Prevention and Protection.  



 

 

5.6 A Strategic Briefing for inspectors will take place on 29th May 2019 to set out 

the context, achievements and challenges for Cumbria. 

5.7 The main inspection fieldwork week will take place during w/c 17th June 2019 

and will involve a team of 10 inspectors being on site. The debrief session 

with inspectors will take place on 25th June 2019. 

Self Assessment - Amey Lessons Learned  
 
5.8 Following an initial Amey Lessons Learned report in September 2017 which 

reviewed the events surrounding the procurement, operation and termination 

of the Amey contract, a Lessons Learned Action Plan was developed and 

monitored routinely to ensure an appropriate and sustainable level of 

embedded improvement had been achieved.   

5.9 Throughout 2017/18 and continuing in 2018/19 the Council revised and 

improved its governance and reporting arrangements, improved its 

processes, systems and procedures and introduced new templates and 

guidance as part of the Council’s continuous improvement journey in respect 

of its management of contracts. 

5.10 During Quarter 4, a series of self-assessment reviews took place across all 

Directorates to produce a body of evidence that would provide assurance 

that all actions and recommendations from the Amey Lessons Learned 

action plan and Zurich Municipal report had been adequately embedded. 

5.11 The Council’s Internal Audit team independently reviewed the body of 

evidence and self-assessment outcomes, and a final RAG rating against all 

actions was agreed and has provided the Council with the audit assurance 

opinion classed as Reasonable.    

5.12 In summary, the assessment has demonstrated that a great deal of 

improvement has been made across all directorates, and in many areas, a 

cultural shift is quite discernible. 

i) With regard to the tasks in the Amey Action Plan, the assessment 

found the following:                                                           

 Green – 31 (81.6%)  

 Amber – 7 (18.4%)  

 None were deemed ‘Red’.    

 
ii) With regard to the Zurich Municipal  recommendations, the 

assessment found the following   

 

 Green – 12 (75%)   

 Amber – 3 (18.8%)   

 Red – 1 (6.2%)   

 



 

 

5.13 The outcome of the self-assessment was reported to CMT in April and the 

report as well as providing a robust, auditable test against all the 

recommendations and actions set out within both the Amey Action Plan and 

the Zurich Municipal recommendations, also includes recommendations and 

advisory comments from Internal Audit to refine and improve current 

arrangements as part of the Council’s continuous improvement journey in 

respect of its management of contracts. 

5.14 This review, as well as providing the Council with a Reasonable level of 

assurance also suggests that sufficient progress has been made for the 

assurance work on contract management arrangements to move back into 

‘business as usual’. Based on the findings of this report, the corporate risk 

RAG rating for the final quarter of 2018/19 for ‘Significant Contracts’ has 

been reduced from 15 (3 likelihood x 5 impact) to 10 (2 likelihood x 5 

impact).  

OPTIONS  

 
6.0 Options - There are 3 options for Members to consider: 

6.1 Option 1 - Members agree that the content of the report and the appendices 

provides sufficient assurance that the current Risk Management 

arrangements are both robust and effective. 

6.2 Option 2 - Members agree that the content of the report and the appendices 

does not provide sufficient assurance that the current Risk Management 

arrangements are both robust and effective. 

 

 

6.3 Option 3 - Members identify any additional new or emerging risks or 

opportunities to be considered.  

7.0 CONCLUSION 

7.1 All Corporate Risks for Quarter 4 up to 31st March 2018 have been reviewed, 

updated and approved by Corporate Management Team and Cabinet 

Briefing.   

7.2 The current risk register contains 12 high or medium rated risks and work 

has continued to either manage or mitigate those risks.  

 

Julie Crellin, Director of Finance (s151 Officer)   
 
Date: 17th June 2019 
 
Appendices 
 
Appendix 1 Corporate Risk Summary Profile      Q4 2018/19 
Appendix 2 Corporate Risk Register     Q4 2018/19  



 

 

Appendix 3  Risk Management Improvement Plan   Q4 2018/19  
 
Electoral Division(s): * 

*  Please remove whichever option is not applicable 
 

Executive Decision  No* 

 

Key Decision * No 

 

If a Key Decision, is the proposal published in the current Forward Plan?   N/A 

 

Is the decision exempt from call-in on grounds of urgency?  No* 

 

If exempt from call-in, has the agreement of the Chair of the relevant 
Overview and Scrutiny Committee been sought or obtained? 

  N/A* 

   

 

Has this matter been considered by Overview and Scrutiny? 
If so, give details below. 

 No* 

  

 

Has an environmental or sustainability impact assessment been 
undertaken? 

  N/A* 

   

 

Has an equality impact assessment been undertaken?  No*  

   
 

N.B. If an executive decision is made, then a decision cannot be implemented until the 
expiry of the eighth working day after the date of the meeting – unless the decision is 
urgent and exempt from call-in and the Corporate Director has obtained the 
necessary approvals. 

 
PREVIOUS RELEVANT COUNCIL OR EXECUTIVE DECISIONS 
No previous relevant decisions. 
 
CONSIDERATION BY OVERVIEW AND SCRUTINY 
Not considered by Overview and Scrutiny. 
 
BACKGROUND PAPERS 
No background papers 
 
RESPONSIBLE CABINET MEMBER 
Councillor Stewart Young, Leader of the Council. 
 
REPORT AUTHOR 
Contact: Helen Kirk, Senior Risk Officer  
Finance Team    
Helen.kirk@cumbria.gov.uk 
 
Democratic Services:  Nicola Harrison – nicola.harrison@cumbria.gov.uk 
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